
  

There are numerous choices available for adding stronger authentication into a 
current username and password authentication model, says Michael Lipinski.

Entrust IdentityGuard v9.3

B
y now we all know what 
multifactor authentication 
is and does. So the question 

becomes, why shouldn’t everyone 
be using it. Simply stated, as a 
business, we want to know that it 
is really you accessing your private 
information. As a user of a service, I 
want to know that no one else can 

pretend to be me and gain access 
to my information. It is no longer 
prudent for an organization or an 
individual protecting sensitive infor-
mation to rely solely on a simple 
username and password as their 
only form of protection. 

There are numerous choices avail-
able for adding stronger authentica-

tion into a current username and 
password authentication model. 
Whether accessing a PC through 
Active Directory/Lightweight Direc-
tory Access Protocol credentials, 
accessing secure web applications 
or doing banking online, there are 
numerous options that should fi t any 
budget or need. 

E
ntrust IdentityGuard is an 
open, versatile authentica-
tion platform that enables 

security across diverse users, 
transactions and applications. This 

authentication plat-
form provides a range 
of authentication 
capabilities, allowing 

organizations to match the appro-
priate authentication method to 
user experience, security require-
ments and cost, rather than relying 
on one single authenticator. 

The tool is typically deployed 
on Microsoft Windows Server 
2008 R2 using the integrated 

application server, or in Oracle 
WebLogic Server 10g R3 and IBM 
WebSphere Server 6.1 applica-
tion server environments. Entrust 
IdentityGuard 9.3 also can be 
deployed on Windows Server 2008, 
2003, 2003 R2, IBM AIX 5.3, Sun 
Solaris 10, and Red Hat Enterprise 
Linux 5.x. It is also supported on 
many virtualized environments.

The product was provided for us 
as a virtual machine. We did run 
through the application load to 
see what was involved. It did take 
some work, but it was nicely auto-
mated. We ended up testing with 
the fully confi gured VM since it 
had the sample applications with 
which we could test the multitude 
of authenticator options. The 
administration interface is web-
based or accessed through the 
program tab on the server itself. 
We found the interface clean and 
very easy to use. 

Entrust has a wide array of 
supported authentication types, 
including any OATH-compliant 
tokens, machine-based, knowl-
edge-based, one-time password 
(OTP), grid, eGrid, token, x509 
certifi cates and geolocation. New 
to this 9.3 release is support for 

mobile device soft tokens. We 
were provided with and tested an 
iPod with an Entrust application 
that turned the device into an 
OTP solution. 

Tokens come with one year of 
support. Support for the software 
is available for a fee with options 
ranging from eight-hours-a-day/
fi ve-days-a-week to 24/7. There are 
too many support options to fully 
discuss here. This is a full-featured 
offering for identity and authen-
tication.

This solution 
delivers multifactor 
identity and 
authentication 
management. 
We give this our 
Best Buy.

Michael Lipinski

SC MAGAZINE RATING
Features ★★★★★

Ease of use ★★★★✩

Performance ★★★★★

Documentation ★★★★★

Support ★★★★★

Value for money ★★★★★

OVERALL RATING ★★★★★

Strengths Full offering, well priced.
Weaknesses Did not fi nd any.
Verdict With all the options supported, 
this solution delivers true, layered 
multifactor identity and authentication 
management. We give this our Best Buy.

Vendor Entrust 

Price $8 per user for one, 

 $3 per user for 25,000

Contact www.entrust.com

GROUP TEST l Multifactor authentication»

SC • January 2011 • www.scmagazineus.com  Copyright Haymarket Media Inc.

5400 LBJ Freeway, Ste. 1340
Dallas, TX 75240
Phone: 888-694-2424



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (Apple RGB)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends false
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
    /Symbol
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /SyntheticBoldness 1.000000
  /Description <<
    /DEU <>
    /FRA <>
    /JPN <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (RRD DSC - Use these settings to create PDF's if you are not downloading low res ads in an ad management work flow.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


